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Background and Aims: With the transition of hostilities
from the physical realm to cyberspace and the growing
vulnerability of critical economic infrastructures, this
study aims to redefine the threshold of the use of force
and the concept of “attack” within international criminal
law and Imami economic jurisprudence, thereby
examining the feasibility of assessing destructive cyber
operations in the absence of physical destruction.
Materials and Methods: This is a theoretical research
conducted using a descriptive-analytical methodology.
Findings: The criteria for evaluating cyber operations
must shift from an instrument-based to an effects-based
approach, such that the paralysis of financial and critical
infrastructures constitutes a clear instance of an armed
attack and international crimes, including war crimes and
aggression. Furthermore, in economic jurisprudence, data
possess  financial value (Maliyyah), and their
destruction—relying on the rules of Itlaf (destruction),
Tasbib (causation), La-Zarar (non-harm), Ifsad fil-ard
(corruption on earth), and the conceptual expansion of
weapons—warrants civil liability and criminalization.
Ethical Considerations: Throughout all stages of writing
this research, the authenticity of texts, honesty, and
trustworthiness have been strictly observed.

Conclusion: The results indicate that developing
expansive interpretations of the actus reus within the
International Criminal Court and drawing upon the
dynamism of Imami jurisprudence provide an effective
mechanism for safeguarding public livelihoods and the
economic security of developing countries in the digital
age.
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